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I. INTRODUCTION

Many people are unfamiliar with the Sarbanes-Oxley Act
(“SOA”), despite the fact the Act impacts many people within the
United States, as well as those purchasing American goods in
other countries or working for American companies outside the
U.S. The SOA not only has a tremendous impact on the way busi-
nesses are run, but also costs businesses significant amounts of
money to comply with the many different sections.! Many legal
practitioners lack an understanding of what the Sarbanes-Oxley
Act actually does and how to advise clients on compliance if their
company chooses to expand on an international level. If pressed,
many likely would respond that the Sarbanes-Oxley Act has some-
thing to do with corporate fraud and avoiding scandals, such as
Enron and WorldCom, along with all the financial difficulties these
events caused their stockholders and U.S. citizens. This article
addresses extraterritorial aspects of the Sarbanes-Oxley Act, and
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1. Deborah Solomon, Corporate Governance (A Special Report); At What Price? Critics
say the cost of complying with Sarbanes-Oxley is a lot higher than it should be, WALL ST. J.
Oct. 17, 2005, at R3. In fiscal year 2001, the average cost of auditing fees among S&P 500
companies was $2,934,000, S&P Mid-Cap 400 was $716,000, and S&P Small-Cap 600 was
$362,000. In 2002, the year Sarbanes-Oxley became law, the cost was $4,048,000 for S&P
500 companies, $951,000 for S&P Mid-Cap 400, and $485,000 for S&P Small-Cap 600. In
2003, the amount increased to $4,809,000 for S&P 500 companies, $1,135,000 for S&P Mid-
Cap 400, and $567,000 for S&P Small-Cap 600. In 2004, the average amount was
$7,443,000 for S&P 500 companies, $2,177,000 for S&P Mid-Cap 400, and $1,042,000 for
S&P Small-Cap 600. Id.
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explores generally the many conflicts that arise when companies
must comply with the Act.

IT. SARBANES-OXLEY ACT

In response to corporate scandals of the late 1990s and early
2000s,? Congress enacted the SOA.> The SOA is perhaps the most
sweeping set of laws relating to public companies since the passage
of the depression-era laws.* The SOA passed almost unanimously
through both the House of Representatives® and the Senate.® At
the time of passage, it was, and remains, the largest piece of legis-
lation to pass through Congress since the Patriot Act. At the time
of signing, President George W. Bush said: “My administration
pressed for greater corporate integrity. A united Congress has
written it into law. [T]oday I sign the most far-reaching reforms of
American business practices since the time of Franklin Delano
Roosevelt. This new law sends very clear messages that all con-
cerned must heed.”” The President went on to say, “[w]ith this law
[SOA], we have new tools . . . and we will use those tools aggres-
sively to defend our free enterprise system against corruption and
crime.”®

The SOA is a colossal piece of legislation in both size and scope.
It created the Public Company Accounting Oversight Board, an
independent board that regulates and provides supplementary
oversight of the Securities and Exchange Commission (“SEC”),
which is responsible for regulating certified public accountants
practicing before it.° The SOA also limits simultaneous audit and
non-audit services that a public accounting firm can perform for

2. Brian Kim, Recent Development: Sarbanes-Oxley Act, 40 HARV. J. ON LEGIS. 235, 236
(2003). In December of 2001, Enron filed the largest bankruptcy in U.S. history and as a
result 20,000 employees of Enron lost a total of $1,200,000,000 in 401(k) plans as the stock
fell from $90 per share to pennies. Enron executives sold $994,000,000 in shares of Enron
stock from January of 1999 to May 2002. Id.

3. Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, § 1702, 116 Stat. 745 (codified as
amended at 15 U.S.C. §§ 78j-0, 7201(2002)).

4. EDWARD F. GREENE, LESLIE N. SILVERMAN, DAVID M. BECKER, EDWARD J. ROSEN,
JANET L. FISHER, DANIEL A. BRAVERMAN & SEBASTIAN R. SPERBER, THE SARBANES OXLEY
ACT: ANALYSIS AND PRACTICE 1 (Aspen 2003).

5. See id. at 1 (citing 148 CONG. REC. H5480 (daily ed. July 25, 2002) (House of Repre-
sentatives approving bill by vote of 423-33)).

6. See id. (citing 148 CONG. REC. 57365 (daily ed. July 25, 2002) (Senate approving bill
by vote of 99-0)).

7. President George W. Bush, Remarks by the President at Signing of H.R. 3763 (2002
WL 1751366) (July 30, 2002).

8. Id. at 4.

9. HAROLD S. BLOOMENTHAL, SARBANES-OXLEY ACT IN PERSPECTIVE § 1:10 (Audrey M.
Simon et al. eds., Thomson West 2004).
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the same client.'® This process is aimed at avoiding situations
similar to the Arthur Andersen scandal, of early 2000.1! This
means a firm cannot both perform accounting work and auditing
for a company.12

The SOA also contains a certification requirement focused on
improving the quality and reliability of reports filed with the
SEC.13 One goal of the SOA 1is to ensure that corporate disclosures
are enhanced with more information and reporting done in real
time.'* The SOA mandates that accounting firms producing re-
ports cannot have a conflict with the company that is the subject of
the report (as was the case for the accounting firm representing
Arthur Andersen).'’® Thus, the current SOA requires more report-
ing than ever, with increased reliability. Additionally, it requires
more people to get involved with the preparation of reports and
conduct the necessary audits.1®

ITI. THE CONFIDENTIALITY CONFLICT: THE SARBANES-OXLEY’S
IMPACT ON ATTORNEYS

Although the main focus of Congress’ wrath in passing the SOA
was chief executive officers (CEQOs), chief financial officers (CFOs),
and accountants, attorneys did not entirely escape the SOA’s ex-
pansive reach as evidenced by section 307.17 Section 307 sets
minimum requirements of professional conduct for lawyers, and
proscribes that anyone who fails to comply will be disqualified
from practicing before the SEC.1® Additionally, this section re-
quires “an attorney representing an issuer to report evidence of a
material violation of securities laws, a breach of fiduciary duty, or
similar violations by the company or any agent of the company” to
the chief legal officer (CLO) or CEO of the company.!? If this does
not result in appropriate corrective measures, the attorney must
then go “up-the-ladder to the audit committee, or a committee of
the board consisting of non-management directors, or to the board
of directors.”?° The SEC, in establishing this rule stopped short of

10. Id.

11. In 2000, Arthur Andersen earned $27 million in consulting fees and $25 million in
accounting fees from Enron. See Kim, supra note 2, at 244.

12. Id.

13. See BLOOMENTHAL, supra note 9, at § 1:10.

14. Id.

15. Id.

16. Id. § 1:13.

17. Id. § 1:17.

18. Id.

19. Id.

20. Id.
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requiring an attorney to disclose information to the SEC; however,
an attorney may choose to disclose confidential information to the
SEC in certain cases.?! One such case, allows an attorney to use
contemporaneous records or reports in defending himself or herself
in an investigation for violations of the SOA.22

The problem with this requirement is that it conflicts with the
American Bar Association’s (ABA) Model Rules of Professional
Conduct, which shape most state rules of professional conduct.23
The ABA’s Model Rules of Professional Conduct state that a law-
yer shall not release any information relating to the representation
of the client without first gaining the client’s permission, which
requires consultation and full- disclosure.?* Exceptions to this rule
allow an attorney to violate client confidence “to the extent the
lawyer reasonably believes it is necessary to prevent the client
from committing a criminal act that the lawyer believes is likely to
result in imminent death or substantial bodily harm.”?5 The attor-
ney may also use client confidential information in defending or
prosecuting an action against the client.?6 Further, an attorney
may use client confidential information in the defense of a criminal
claim or civil suit against the lawyer, based on the conduct involv-
ing the client, or in response to allegations pertaining to the attor-
ney’s representation of the client.?”

The ABA’s Model Rules of Professional Conduct clearly conflict
with the provisions of the SOA. The SOA disclosure likely will not
fall under the exception allowing for disclosure in the case of death
or substantial bodily harm. Although disclosure to the SEC is
permissive, disclosure to the CEO and auditor is not. If such a dis-
closure is not made in accordance with the rules of professional
conduct established by the ABA and most states, attorneys will be
in direct violation of the SOA. If it is made, attorneys will be in
violation of the rules of professional conduct. Both the SOA, and
most rules of professional conduct, allow for potential disbarment
for violating the rule. Based on the SOA provisions for keeping
auditors separate and independent, how is this not a contradic-
tion? The most obvious answer is that it is, and will remain a con-
tradiction.

21. Id. § 4:25.

22. Id.

23. MODEL RULES OF PROF'L. CONDUCT (2004), available at http://www.abanet.org/cpr/
mrpc/mrpe_toc.html. The practitioner should consult his or her own state rules of profes-
sional conduct to determine whether a conflict exists.

24. Id. at R. 1.6 (2004), available at http://www.abanet.org/cpr/mrpc/rule_1_6.html.

25. Id. (emphasis added).

26. Id.

27. Id.


http://www.abanet.org/cpr/mrpc/rule_1_6.html
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The best course for an attorney to follow is compliance with the
SOA, as he or she may later use such compliance as a defense in
the event that a complaint is brought in front of the regulatory
board for the state where the attorney practices. However, the
complying attorney must do so with the realization that he or she
is violating the ethics rules he or she took a vow to uphold. On the
other hand, potential penalties for violating the SOA are quite se-
vere. If any provision of the Securities and Exchange Act, or rule
or regulation adopted there under, is willfully violated, the maxi-
mum prison sentence is 20 years, with a maximum fine of $5 mil-
lion for a natural person,2® or $25 million for a violator other than
a natural person, which includes businesses that must comply
with the SOA.2?

The primary purpose of the SOA is to prevent the type of cor-
ruption and crime that marked the downfall of companies such as
Enron, WorldCom, and Arthur Andersen.?® As a means to that
end, the U.S. government must obtain information about compa-
nies doing business in the U.S. and abroad, as it is not practical for
the SEC to investigate all companies within its jurisdiction to de-
termine if proper practices are being observed.’® The far more
practical means of accomplishing the goals of the SOA 1is to get the
information from those who work for each individual company.
Thus, all companies registered with the SEC are required to file
with the SEC and certify that all aspects of the SOA are being fol-
lowed.?? The issue with this solution is that those who are in the
position to perpetrate fraud are the same people who file the dis-
closure statements.

To combat this problem, the SOA provides for employees of a
company to have the ability to report the illegal deeds of superiors
that fall under the SOA without fear of retaliation.?> The idea is
similar to the whistleblower theory, but the SOA gives the em-
ployee a greater sense of security that retaliation against the em-
ployee will not occur.?* This is accomplished through anonymous
tip-lines where an employee can phone-in information regarding
the company they work for, without giving personal information,
and without the knowledge of the person about whom the report is

28. Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, § 1106, 116 Stat. 810 (codified as
amended at 15 U.S.C. §§ 78j-0, 7201(2002)).

29. Id.

30. See Robert G. Vaughn, America’s First Comprehensive Statute Protecting Corporate
Whistleblowers, 57 ADMIN. L. REV. 1, 68 (2005).

31. Id.

32. Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, § 1106, 116 Stat. 810 (codified as
amended at 15 U.S.C. §§ 78j-0, 7201(2002)).

33. Id.

34. Vaughn, supra note 30, at 68.
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being made.?> Moreover, information provided over a tip-line will
not force the reporter to appearing as a witness to testify at a later
date.?¢ This anonymous whistleblower provision of the SOA ap-
plies to all companies that are required to file with the SEC pur-
suant to the terms of the Securities and Exchange Act of 1934, in-
cluding “companies with any security registered under the Securi-
ties Exchange Act of 1934 or any company required to file any re-
ports under that Act.”37

Based on the breadth of the SOA and its extraterritorial appli-
cation, the SOA is one of the most important whistleblower acts.38
Due to the broad reaching definitions of the SOA, certain compa-
nies that are either chartered in, or do business in another coun-
try, are also required to comply with the SOA’s whistleblower pro-
vision.?® This is where the inherent problem occurs with this sec-
tion of the SOA due to its direct conflict with the laws of the Euro-
pean Union.

Generally speaking, courts are hesitant to enforce laws extra-
territorially without a direct statement of intent. In the case of the
SOA’s whistleblower provision, this intent is specifically expressed
through five particular aspects of the provision.*’ First, the provi-
sion explicitly applies to foreign entities and foreign companies.*!
Second, the term “employee” is not limited to company employees
located within the U.S. or to U.S. citizen employees, employed by
companies within the U.S.#2 Third, disclosures are based on the
standards of U.S. law, thus protecting only those disclosures made
to regulatory agencies of the U.S. (such as the SEC), members of
Congress, and members of congressional committees.*3 Fourth, the
provision overtly creates a cause of action resulting from its viola-
tion, and directs the enforcement to the United States Department
of Labor and the courts of the U.S.44 Fifth, the law concentrates on
the protection of the securities markets of the U.S.45 As a result of
the whistleblower provision of the SOA, a citizen of a foreign coun-
try can be subject to the jurisdiction of the U.S. simply because he
or she happens to be employed by a company that is a subsidiary of

35. See id.

36. Id.

37. Securities Exchange Act of 1934, 48 Stat. 881, 15 U.S.C. §§ 78a-78kk; Vaughn, supra
note 300, at 68.

38. Id.

39. Id.

40. See id. at 69.

41. Id. at 69-70.

42. Id. at 70.

43. Id.

44. Id.

45. Id.
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a U.S. company or, more broadly, because a company that is char-
tered in, and does business in, a foreign country chooses to register
with, and have securities in the U.S. as a means of raising capi-
tal.46

The real issue arises when companies fall under the reach of
the whistleblower provision of the SOA, as well as the laws of an-
other jurisdiction because of its presence within that country. The
companies in this circumstance must comply with the laws of each
jurisdiction, even when a specific conflict arises between the
laws.4” This is impossible for both domestic and foreign compa-
nies. The result is that companies failing to comply with the laws
of every jurisdiction, in which it is present, are being sued for fail-
ure to comply, as evidenced by the recent McDonald’s and Exide
Technologies cases.*8

IV. EUROPEAN LAWS: MCDONALD’S AND EXIDE TECHNOLOGIES

In addition to the inherent difficulties of complying with the
SOA in terms of necessary disclosures, and reports, as well as ef-
forts to avoid corruption and fraud, attorneys and companies also
have a litany of other issues to confront when companies choose to
go multinational. Provisions of the SOA, such as the anonymous
tip-line, conflict with laws in other jurisdictions such as the Euro-
pean Union. One of these conflicts arose with the European Un-
ion’s enactment of a law dealing with the transfer of personal in-
formation to a third country.*® The law states that the “data sub-
ject” should have access rights to all the information relating to
him and have the right to erase or block the data.’® This right
causes major problems for a system operating off an anonymous
tip-line. The law further mandates that in transfers of data to a
third country, the “data subject” should have the proper informa-
tion to object or withhold consent for the transfer of the data.>!

46. See id.

47. Id.

48. Exide Technologies, CNIL (La Commission Nationale de L’'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-111 (May 26, 2005), available at
http://www.theworldlawgroup.com/newsletter/details.asp?ID=1246367122005 (English tran-
slation); McDonald’s France, CNIL (La Commission Nationale de L'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-110 (May 26, 2005), available at
http://www.theworldlawgroup.com/newsletter/details.asp?ID=1243487122005 (English tran-
slation).

49. Commission Decision 2001/498, 2001 O.d. (L 181) 19 (EC).

50. Id. §13.

51. Id. §14.
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Furthermore, the data exporter and the data importer, are deemed
to be jointly and severally liable for any violations.?2

McDonald’s and Exide Technologies, two American companies
doing business in France, have both discovered the problems with
being multinational corporations that must comply with the SOA.
Both companies have had identical cases in French courts.’® As
the facts and analysis of the cases are in essence identical, only the
McDonald’s case will be analyzed in this article.?*

The McDonald’s action involved La Commission Nationale de
L’Information et des Libertés (‘CNIL”), the French Data Protection
Authority, and McDonalds’ failure to comply with the CNIL.%
McDonald’s made a request of the CNIL for authorization to put
into place a system of “professional integrity.”®® Under the re-
quested system, found in international McDonald’s Group’s “Code
of Ethics,” the staff of the French subsidiaries would be allowed to
report to the American parent company about the behavior of co-
workers and that of their colleagues.?” This action was “deemed
contrary to the French legal rules, as well as the Code of Ethics.”?®
The procedures proposed by McDonald’s would not affect all of the
employees of McDonald’s in France.?® McDonald’s project would
only apply to head office employees, managers, and executives of
the one hundred seventy-five restaurants amounting to approxi-
mately one thousand people.®® The contents of the reports sent to
the parent company in the U.S. would be recorded in a central file
under the direction of the Director of Ethics for McDonald’s.%!
Each report would receive a report number so as to ensure the con-
fidentiality of the report and the anonymity of the informant.%?
Once the Director of Ethics received the report, he or she would
communicate its contents to general counsel for McDonald’s

52. Id. § 18.

53. Exide Technologies, CNIL (La Commission Nationale de L’'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-111 (May 26, 2005), available at
http://www.theworldlawgroup.com/newsletter/details.asp?ID=1246367122005 (English tran-
slation); McDonald’s France, CNIL (La Commission Nationale de L'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-110 (May 26, 2005), available at
http://www.theworldlawgroup.com/newsletter/details.asp?ID=1243487122005 (English tran-
slation).

54. Id.

55. McDonald’s France, CNIL (La Commission Nationale de L’'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-110 (May 26, 2005), available at
http://www.faegre.com/articles/downform2.asp?doc_num=2&aid=1691 (English translation).

56. Id.

57. Id.

58. Id.

59. Id.

60. Id.

61. Id.

62. Id.
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France.®® General Counsel would then forward the information to
the appropriate service manager depending on the nature of the
alleged offense.®* The department director would then decide
whether or not to open an investigation, and if so decided, the di-
rector would send the information only to those persons involved in
the investigation.®> The department director would inform the
general counsel (in France) of the investigation and coordinate
with him or her regarding the investigation.®® If the investigation
is of a member of management of McDonald’s France, the investi-
gation would be dealt with by the American parent company.5’

The French court analyzed the provisions of McDonald’s plan
under the provisions of several relevant laws.®® First, the court
analyzed McDonald’s plan in light of the January 6, 1978 law (Ar-
ticle 3).%9 This law is used by the court to determine whether ju-
risdiction was proper over McDonald’s plan.”® The court relied
heavily on the encouragement of McDonald’s France to use the
system and the steps taken by the company to ensure the anonym-
ity of the person who makes reports about colleagues.”? The court
thus, determined that jurisdiction was proper to review McDon-
ald’s plan, but found that McDonald’s plan did not comply with
French law.” In so finding, the court held:

63. Id.

64. Id. (including the Human Resources Director, Security Director, and Financial and
Accounting Director).

65. Id.

66. Id.

67. Id.

68. McDonald’s France, CNIL (La Commission Nationale de L’'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-110 (May 26, 2005), available at
http://www.theworldlawgroup.com/newsletter/details.asp?ID=1243487122005 (English tran-
slation).

69. Id. (the law is unnamed, only represented by date).

70. Id.

71. Id.

72. The law dated January 6, 1978 is also known as the “Data Protection Act,” available
at http://www.privacyinternational.org/article.shtml?cmd%5B347%5D=x-347-83516#_ftnre
3.

The Data Protection Act was enacted in 1978 and covers personal infor-
mation held by government agencies and private entities. This act pro-
vides that anyone wishing to process personal data must register and
obtain permission in many cases relating to processing by public bodies
and for medical research. Individuals must be informed of the reasons
for collection of information and may object to its processing either be-
fore or after it is collected. Individuals have rights to access information
being kept about them and to demand the correction and, in some cases,
the deletion of this data. Fines and imprisonment can be imposed for vio-
lations.

Id.
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implementation by an employer of a system designed
to gather personal data from employees, in any form
whatsoever, concerning behavior contrary to com-
pany rules or contrary to the laws attributable to
their colleagues, which could lead to an organized
system of professional denunciation, can only give
rise to a reservation in regard to the Law dated
January 6, 1978 as amended and notably Article 1 of
such law.”

The French court also held that the possibility of establishing the
tip-line in an anonymous manner “could only re-enforce the risk of
slanderous denunciations.””* Based on the application of French
law, the court denied McDonald’s request for permission to imple-
ment the plan of the tip-line.”™

Similar to the difficulties encountered by McDonald’s and
Exide Technologies in France, Wal-Mart attempted to implement a
similar anonymous tip-line in Germany.”® A labor group in Ger-
many sued Wal-Mart of Germany based on Wal-Mart’s implemen-
tation of an anonymous hotline.”” The case went before the Wup-
pertal Labour Court on oral argument on June 15, 2005.® The
German court reached the same decision that the anonymous tip-
line instituted by Wal-Mart, much like that of McDonald’s and Ex-
cide, was in violation of local law; however, the German court
based the decision on a different rationale.” The case was brought
by the Central Works Council in Germany, established in the area

73. McDonald’s France, CNIL (La Commission Nationale de L'Information et des Lib-
ertés) (The French Protection Authority) Decision 2005-110 (May 26, 2005), available at
http://www.faegre.com/articles/downform2.asp?doc_num=2&aid=1691 (English translation).

74. Id.

75. Id.

76. Mark E. Schreiber et al., Anonymous Sarbanes-Oxley Hotlines in the E.U.: Practical
Compliance Guidance for Global Companies, BNA INTERNATIONAL WORLD DATA PROTEC-
TION REPORT, at 3 (Aug. 2005).

77. Wuppertal Labour Court, 5th Division, 5 BV 20/05, June 15, 2005 (F.R.G.).

78. This case is not listed in any of the official American case law databases. A limited
translation is available at http://cms-hs.com. The author of this work received a translation
of the case courtesy of Christian Runte of CMS Hasche Sigle Partnerschaft von Rechtsan-
walten und Steuerberatern Registerangaben located in Muenchen, Germany (English trans-
lation on file with author).

79. Global Compliance Services, Update Regarding Compliance with Sarbanes-Oxley in
Europe, available at http://www.globalcompliance.com/pdf/sarbox-alert3.pdf (last visited
Oct. 28, 2005). Wal-Mart appealed the decision and oral argument on the appeal was set for
November 14, 2005. The appellate court stated that an opinion on the appeal should be
released approximately three weeks after the argument. Id.
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of work that Wal-Mart is engaged within Germany.®® The defen-
dant in this action was classified by the court as a German sub-
sidiary of the U.S. firm of Wal-Mart, Inc.5!

In this case, Wal-Mart operated a telephone hotline.’2 The em-
ployees of Wal-Mart in Germany were encouraged to utilize the
telephone hotline for anonymous reporting of violations of the in-
ternal code of conduct at Wal-Mart by both co-workers and mem-
bers of management.83 Wal-Mart issued a “quick guide” of the code
of conduct that Wal-Mart distributed to its employees.®* The quick
guide stated in relevant part: “Should you have any questions or
want to report a possible violation of the code of conduct: 1. Please
make use of the open door policy and/or 2. Please call the code of
conduct telephone hotline.”?> The store managers were given post-
ers regarding Wal-Mart’s code of conduct that were to be perma-
nently displayed at every Wal-Mart human resources depart-
ment.8¢ In the action, the German group requested that Wal-Mart
stop using the ethics guide of the code of conduct and from the op-
eration of the ethics hotline.8” The German group argued that
publishing the code of conduct, and compelling the employees to
take note of the code, forced employees to abide by the terms of the
code.®® Wal-Mart contended that the hotline was voluntary and
that employees were not forced to use the line.®® Wal-Mart also
contended that the implementation of the hotline was “a permissi-
ble concretization of the employee’s ancillary duty to prevent
harm.”?

The court held that the tip-line and displaying of the poster
were in violation of German law.? The Court determined it had
jurisdiction under the German Works Constitution Act.?? The
court held further, that the German Works Constitution Act is ap-
plicable to all businesses in Germany whether or not they origi-
nated as German or international businesses.?”” In determining

80. Wuppertal Labour Court, 5th Division, 5 BV 20/05, June 15, 2005 (F.R.G.) at I. Wal-
Mart is a commercial business that operates 74 branches in Germany and employs ap-

proximately 10,500 employees. Id.
81. Id.
82. Id.
83. Id.
84. Id.
85. Id.
86. Id.
87. Id.
88. Id.
89. Id.
90. Id.
91. Id. at II.
92. Id.
93. Id.
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jurisdiction, the court also held that when a company introduces a
standard of conduct the employee representative in each affected
country may exercise the rights provided in that country.?”* The
court determined that the provision of rights in the German Works
Constitution Act are mandatory and cannot be affected by instruc-
tions from the foreign parent company.® The court reasoned that
encouraging employees to report unethical conduct, or violations of
an internal code of conduct by means of an anonymous tip-line vio-
lates section 87(1) of the German Works Constitution Act.?¢ The
court reasoned that even though the provisions of Wal-Mart’s code
of conduct do not require employees to utilize the tip-line, it still
provides for a means of reporting misconduct and further, it is tan-
tamount to the order of conduct within the company. The court
also reasoned that a certain provision of the code of conduct states
that failure to comply with the code of conduct will result in disci-
plinary action and possibly termination.?’” Thus, employees of Wal-
Mart are effectively obligated to act a certain way within the com-
pany.?®

The court determined that the installation of the hotline was
done with the intent to monitor employee conduct.?” The fact that
the hotline would be operated anonymously was irrelevant.© The
court took issue with the fact that under the current state of tech-
nology, tip-line caller identities could be determined.®? The court
determined that in order for Wal-Mart to avoid a €250,000 fine for
each case of violation, Wal-Mart must stop from advising employee
compliance with the ethics directives in the code of conduct and
stop placing posters in locations throughout Germany.'%2 The
German court also determined that in order for Wal-Mart to avoid
a fine of €250,000 for each case of violation, they must stop operat-
ing the telephone hotline.1%3

It is interesting to note that although the courts of France and
Germany resulted in a decision against an anonymous hotline to
allow employees of subsidiaries of American companies to report
unethical behavior, the French court based its decision on the right

94. Id.

95. Id.

96. Id. The German Works Constitution Act (Betriebsverfassungsgesetz) states: “the
works council shall have the right of co-determination . . . in matters relating to the rules of

operation of the establishment and the conduct of employees in the establishment.” Id.
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of the person about whom the report is made to know the contents
of such a report.’®* The French court relied heavily on the poten-
tial of the falsity of accusations when anonymity is allowed for the
accuser.1%> The German court, on the other hand, worried that the
person who made the accusation might have his or her identity re-
vealed through technology even though the hotline is intended to
be anonymous.!”® No matter what the reason, the problem is still
the same for American companies. How can a company comply
with the SOA while avoiding hefty fines from E.U. countries?

V. THE SOLUTION

In response to the McDonald’s and Excide Technology cases,
CNIL issued a statement on September 28, 2005, stating it is pre-
paring to issue recommendations regarding SOA compliance, along
with compliance with French data protection laws.'9” The state-
ment reiterates that the CNIL refuses to authorize projects that
involve the use of hotlines that will presumably be used to encour-
age or allow workers to report the inappropriate behavior of co-
workers.'%8 The CNIL acknowledged the difficulty of compliance
with the SOA and the data protection laws of France. As such,
CNIL sent a letter to the SEC on June 29, 2005, and again on July
29, 2005, regarding conflicts in the two sets of laws.1%9 In the let-
ter, the CNIL asked whether the SEC plans to use its capabilities
to sanction U.S. companies that do business in France that are not
in full compliance with the SOA.11° The French requested that the
SEC grant an additional three months beyond August 31, 2005 in
order to attempt to reach an agreement whereby companies can
comply with both U.S. and French (European Union) laws.!'! The
SEC responded on August 10, 2005, and indicated a willingness to
be flexible and work with the CNIL to reach a conclusion that is
acceptable to both countries.!12

The CNIL drafted guidelines and invited comments in an at-
tempt to fix the matter in France and deal with the conflict of law
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105. Id.

106. Id.

107. See Lignes Ethiques, Whistleblowing: La CNIL Prepare des Recommandations &
I'Usage des Enterprises, http://www.cnil.fr/index.php?id=1870 (English translation on file
with author).
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issue. 13 The guidelines of the CNIL appear as though they will
deal at least with some of the difficulties of the SOA and data pro-
tection laws, but they by no means fix all the problems.''* The
guidelines do show progress as they are the result of a collabora-
tion of the CNIL, attorneys and firms working in the multinational
arena.!!’®

Although it appears as though the issue may be settled in
France, it still remains for the other 24 countries of the E.U.
Within the 25 countries of the E.U., each country has the ability to
enforce and interpret the E.U.’s data protection laws as each coun-
try sees fit.1’®¢ This may lead to 25 different interpretations of the
tip-line provision of the SOA.1'7 For example, the United Kingdom
Information Commissioner’s Office does not find error in the SOA
hotlines.'’® If the companies properly investigate the hotline
claims, inform the accused, and provide the accused due-process
rights, the U.K. apparently will continue to not have an issue with
the hotlines.’'® However, the U.K. does caution that British law
might be violated if a company was to take the anonymous tip
without question and act without conducting an impartial investi-
gation.!20

113. See Robert Bond & Greg Campbell, Sarbanes Oxley Ethical Hotlines: CNIL Publish
Draft Guidelines, Nov. 7, 2005, http://www.faegre.com/article_1729.aspx; see also
http://www.cnil.fr.

114. See Global Compliance Services, Sarbanes Oxley Compliance, Oct. 28, 2005,
http://www.globalcompliance.com/pdf/sarbox-alert3.pdf. It is likely that the guidelines
adopted by the CNIL will serve as a model for other E.U. member states. The CNIL stated
that whistleblower hotlines such as those contemplated by the SOA are not generally for-
bidden under French law. However, given that personal information is being collected
through the hotlines, there must be adherence to the French Data Protection Laws. This
mandatory compliance means that information must be collected fairly, those having their
information collected must be informed, and have the ability to object to the collection for
“legitimate reasons,” as well as the right to remove incorrect information. In the guidelines,
the CNIL recognized that SOA requires anonymous tip-lines and thus, did not prohibit
anonymous reporting. The CNIL did require that hotline operators give the option to those
reporting whether to provide their name. Further, the CNIL requires operators to inform
reporters that reporting is not required. Companies operating tip-lines are prohibited from
publicizing or encouraging anonymous reporting. The CNIL rejected general hotlines, but
approves those limited to information regarding auditing and accounting issues. The CNIL
also wants to limit the type of personnel that have access to tip—lines, allowing access to
those involved in financial matters, excluding categories of employees such as factory work-
ers. Id.
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116. David Reilly & Sarah Nassauer, Tip-Line Bind: Follow the Law in U.S. or E.U.?
WALL ST. J., Sept. 6, 2005, at C1.

117. By definition of the SOA having a stock listed on a U.S. exchange subjects the com-
pany to the SOA and thus, the tip-line requirement. See BLOOMENTHAL, supra note 9.

118. See Reilly & Nassauer, supra note 116. The U.K. is the E.U. country with the most
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The lack of uniformity among E.U. nations and conflict be-
tween the SOA and E.U. data protection laws place multinational
companies in precarious positions.'?? As a result of the conflicting
laws, some European companies are presently seeking to deregis-
ter their stocks on U.S. markets.!?2 Doing so would remove the
companies from the requirements of the SOA, allowing them to
operate without the restrictions imposed by it, and clear them from
the tip-line requirement.

Practitioners who represent clients that are either subject to
the SOA and conduct business in Europe or are European compa-
nies subject to the SOA, are faced with a difficult situation. At
present, it appears as though a company cannot comply fully with
both the SOA and E.U. laws. So, what is the proper course of ac-
tion? It appears as though the best course of action is to comply
with E.U. laws because the SEC has not shown an inclination to
act on the tip-line bind. Certain countries within the E.U. are
clearly not opposed to taking action as indicated by the Excide
Technologies, McDonald’s and Wal-Mart actions.'22 Although this
seems to be the prudent course of action at present, the SOA and
its hefty penalties will hang over the heads of companies and at-
torneys like the sword of Damocles.!24

What is the proper solution? If the SEC exempts the portions
of companies that do business in Europe from the tip-line provision
of the SOA, it will in effect give those wishing to commit fraud a
road map — simply move the fraud to the European portion of the
company. European countries will also not want to simply exclude
those companies that fall under the SOA from compliance with the
E.U. data protection laws.

It seems as though the appropriate solution lies in the middle.
Those companies that are subject to the SOA merely because of
registration with the SEC, but that are located in and do business
in Europe, should be excluded from the tip-line provisions of the
SOA. By contrast, those companies that are in effect American
companies doing business in Europe should be exempt from E.U.
data protection laws and allowed to comply fully with the SOA.
This will keep companies from deregistering in the U.S. and not
discourage American companies from doing business in Europe for
fear of non-compliance with the SOA or E.U. laws.

121. See id.
122. Id.
123. Id.
124. See id.
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VI. CONCLUSION

The Sarbanes-Oxley Act causes difficulty for the practitioner in
representing clients who are subject to the Act, as well as laws of
other countries. When representing a client that is subject to Sar-
banes-Oxley, as well as laws of other countries, it is prudent to de-
termine if compliance with Sarbanes-Oxley will conflict with for-
eign laws. Also, the practitioner should be concerned with report-
ing requirements of Sarbanes-Oxley as they relate to the rules of
professional conduct of both the American Bar Association and the
relevant state jurisdiction of the attorney.

If the practitioner is representing a company that is subject to
the SOA and foreign laws, especially a country within the E.U., it
is prudent to be aware of the data protection laws within that
country.'?® A company may potentially find itself in a position
where it is impossible to comply fully with all laws. Although the
SEC has verbally stated it will not pursue those cases, it should
make the practitioner uncomfortable to rely on such unofficial ver-
bal statements.

The SOA also raises the issue of disclosure in the event of
wrongdoing relative to the SOA. The practitioner should consult
the rules of professional conduct in his or her state and compare
his or her ethical duty with the SOA reporting requirements. It is
also essential for the practitioner to define who he or she repre-
sents — the corporation, board of directors, or company manage-
ment.

125. Or equivalent if not in the E.U.



